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Who is Armis Federal?
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«/ FedRAMP Moderate sl oo | Built on AWS GovCloud
v/ Impact Level 4+ AWS GovCloud (US)

FedRAMP

Armis participates in a number of contract vehicles and partnerships |
that simplifies and streamlines the procurement process: GSA Schedule, NASA SEWP, CDM APL, AWS Marketplace

Acquires CTCI

. . . .- . Al-Powered pre-attack
Armis Delivers Asset Delivers Vulnerability Armis launches vulnerability and threat hunting FedRAMP

Founded Management Solution Management Solution Centrix™ Platform technology High /IL5

Launches out of HQ in San ~ Armis Federal $3 Billion FedRAMP/IL4 Achieves Acquires Silk On-prem
Francisco LLC established valuation Authorized $200M ARR _Sup_ercharge vulnerat_)lllt_y Lightweight
in 2021 prioritization and remediation Sulliifen
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CEM - Cyber Exposure Management Applied

More Blind Spots, More Complexity, More Threats, More Attacks
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Armis is deployed across +50% of the Fortune 100

Protecting Critical Sectors at Scale
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Historical Example: Hardened Defense
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The Digital Maginot Line
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Armis’ cloud-first roots and focus on

foundational cyber practices drives

real mission value, regardless of the
threat du jour
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Strengthening Fundamentals, Embracing Innovation

Fundamental Methodologies Paired with Innovation Safeguards National Interests,
Empower Missions, and Adheres to Regulations

0lA.0
'Eﬁp‘é Adhere to all
Compliance
What do | have? Why do | care? How do | respond? requir?ments,
Asset Context Prioritization Take Action mcludmg Zero Trust
Al-Driven Solutions to Automate and Reduce Risk
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Introducing Armis Centrix™

One Integrated Platform, Five Al-Driven Products
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Asset
Management

OT/loT

and Security Security

See and secure OT/loT
networks and physical
assets

Complete inventory of all

asset types allowing any

organization to see and
secure their attack surface
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Medical Device
Security

Complete visibility and
security for all medical
devices
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Prioritization
and Remediation

Consolidate, prioritize and
streamline remediation of all
vulnerabilities and security
findings
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Early
Warning

Early warning system
leveraging Al Intelligence to
Stop Attacks Before They
Impact Your Organization
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See, Protect and Manage All Devices and Assets

Coverage of On-Prem, Code, Cloud and Application Security Tools

Convergence
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Software  Communication

Users Endpoints
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Physical Network Applications

Cloud Code API

o

Conf Rooms Settings Industrial 0T
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Medical Critical BMS

Peripherals ~ CCTV Internet of Things Devices Infrastructure
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Agency Dashboard
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Operational Efficiency at Scale: Armis Modernizes CDM Delivery

Multiple sub-components can be consolidated into a single
tenant with RBAC managing asset visibility.

In highly-federated agencies, separate tenants ensure data
protection and segmentation, increase scale, and improve
flexibility for data collection and automating response actions.

A single data pipeline can leverage Armis APIs to collect and
manage multiple tenants.

A managed services portal, can be run locally, or migrated and
authorized on FedRAMP if required. This portal simplifies
using the Armis API to consolidate policy, configuration, and
data collection actions across multiple tenants.

MSSP
Portal

Not yet available on
FedRAMP
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A collector (physical or virtual) at the agency location (on-prem
or cloud) collects data and returns this to the Armis cloud for
analysis, management, and reporting.

The collector can use APIs to integrate with the Agency’s
existing tools and/or perform native discovery and behavior
analysis via passive traffic capture.

Each customer’s data is protected within a distinct tenant with
distinct database resources and virtual network configurations.

Multiple collectors can be configured to improve resilience,
manage system performance, and provide better visibility for
network data.

Armis can also integrate directly with other cloud-based
services making implementation extremely simple. Many
integrations are bi-directional allowing Agencies to
operationalize processes around trusted data.




Drive Organizational Alignment

¥/
OT OPERATIONS //fff# ARMIS

Asset & Firmware Inventory -c E NT R I x

Visibility into OT Operations

Operational Risk Identification The Cyber Exposure Management Platform

OT Technical Debt

5 Y,

SECURITY OPERATIONS
Threat Detection & Monitoring
Capability Rationalization
Policy Orchestration

Process
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Drive Organizational Alignment

NETWORK OPERATIONS .-~ IT OPERATIONS
Continuous Network Monitoring .\ ' Capability Rationalization
Discover Violations Prioritized & Relevant Reporting
Network Segmentation Improved Organizational Awareness
lJ.ARHIS \
OT OPERATIONS N VULNERABILITY MANAGEMENT
Asset & Firmware Inventory --r E NTR I x Simplified Risk Reduction
Visibility into OT Operations - Continuous Monitoring
Operational Risk Identification The Cyber Exposure Management Platform Prioritize by Impacts
® ‘
SECURITY OPERATIONS RISK & COMPLIANCE
Threat Detection & Monitoring ™ Discover & Monitor Risk Factors
Capability Rationalization Discover Violations

Policy Orchestration Cross-Org Engagement

HELP DESK
Continuous Network Monitoring
Discover Violations

License Allocation ’,;_\R MIS
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Attack Surface — Mobile Focus
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Armis + Zimperium

Zimperium

About ~

Zimperium provides a mobile threat defense solution that protects
mobile devices from advanced threats across the network, device,
and application layers. Using machine learning-based threat
detection, Zimperium identifies and prevents cyber threats in real-
time, helping organizations secure both corporate and BYOD (Bring

Your Own Device) environments.
Full Documentation

How it works

Capabilities

Provide detailed profile information on specified Zimperium-
managed devices.
The information is correlated with other data sources
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