
Securing OT & ICS Networks
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“The OT Network Blind Spot – Risks 

& Vulnerabilities Are Closer Than 

They Appear”



What is OT Network Security & 

Why Should We Care?
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OT Networks For Military Installations

✓ Backup Power

✓ Fuel Distribution

✓ Fuel Storage

✓ Base Power Distro

✓ Base Power Gen

✓ Mission Water System

✓ Water Storage

✓ Potable Water

✓ Public Works

✓ Manufacturing

✓ Building Controls
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Operation/Mission Systems & Services
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Disruptions From OT Cyber Attacks are Increasing

67%
incurred at least 

$100,000 in financial 
impact due to a 

cyber attack

45%
of organization 

stated at least half 
of their CPS are 

connected to the 
internet

49%
Of CPS organizations 

experienced 12+ hours 
of downtime due to a 

cyber attack

82%
Experienced at least 

one cyber attack 
that originated from 
third-party access



OT Asset Visibility, Risk 

Assessment & Threat Detection
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OT Security Challenges for US Federal & DoD Agencies

Asset Inventory Mandates

Risk & Vulnerability Assessments

Threat Detection & Response

Preparing OT Networks for Zero Trust
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Asset Inventory: Limitations of Passive Discovery
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A New Approach to Asset Inventory: Dynamic Discovery
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Dynamic Discovery: How It Works
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Complete OT Visibility: A Phased Approach

Dynamic Discovery leverages a combination of safe 
queries and existing ecosystem data
✓ Deep asset profiles
✓ Broad, actionable insights
✓ No hardware required
✓ Low deployment resources

Strong OT cybersecurity requires a foundation of in-
depth visibility

Adding passive collection to enhanced additional 
requirements
✓ Continuous threat monitoring
✓ CPS communication profiling

1
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Secure Access for OT Networks
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Remote Connectivity Introduces Risk For OT Networks

The Global State of CPS Security 2024
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Remote Connectivity In The OT Environment

HMI: Human Machine Interface
EWS: Engineering Workstation
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OT Systems Require Tailor-Made Secure Access Solutions
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Why OT Systems Require A Specialized Approach To Secure Access
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Driving OT Security Through Secure Access Controls
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Claroty xDome Secure Access: Tailor-Made Secure Access for OT
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Claroty xDome Secure Access: Solution Overview

Historian SCADA
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3rd Party Technicians 3rd Party Technicians Remote Employees Remote Employees

PLC PLC PLC PLC

Valve Drill Valve Drill Valve Drill Valve Drill

DMZ Firewall

Firewall

SSH RDP VNC HTTP / HTTPS

Historian SCADA
Server

HMI Engineering 
Workstation

PLC PLC PLC PLC

Valve Drill Valve Drill Valve Drill Valve Drill

DMZ Firewall

Firewall

HTTPS HTTPS HTTPS HTTPS

SRA SAC

SRA Site

SSH Reverse Tunnel

3rd Party Technicians 3rd Party Technicians Remote Employees Remote Employees

SSH
RDP VNC

HTTP / HTTPS

Without Secure Access With Secure Access



Claroty Solutions For 

Securing OT Networks
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The Journey To Achieving OT Cyber Resilience
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Claroty Solutions for Securing OT Networks



Questions


	Slide 1
	Slide 2
	Slide 3
	Slide 4: OT Networks For Military Installations
	Slide 5: Operation/Mission Systems & Services
	Slide 6: Disruptions From OT Cyber Attacks are Increasing
	Slide 7
	Slide 8: OT Security Challenges for US Federal & DoD Agencies
	Slide 9: Asset Inventory: Limitations of Passive Discovery
	Slide 10: A New Approach to Asset Inventory: Dynamic Discovery
	Slide 11: Dynamic Discovery: How It Works
	Slide 12: Complete OT Visibility: A Phased Approach
	Slide 13
	Slide 14: Remote Connectivity Introduces Risk For OT Networks
	Slide 15: Remote Connectivity In The OT Environment
	Slide 16: OT Systems Require Tailor-Made Secure Access Solutions
	Slide 17: Why OT Systems Require A Specialized Approach To Secure Access
	Slide 18: Driving OT Security Through Secure Access Controls
	Slide 19: Claroty xDome Secure Access: Tailor-Made Secure Access for OT
	Slide 20: Claroty xDome Secure Access: Solution Overview
	Slide 21
	Slide 22: The Journey To Achieving OT Cyber Resilience
	Slide 23: Claroty Solutions for Securing OT Networks
	Slide 24

